PKI Implications for AMI
Networks

Seth Bromberger, NESCO
Stan Pietrowicz, Applied Communication Sciences

ganization (NESCO) is partially funded by the United States Department of Energy.



National Electric Sector
Cybersecurity Organization

Your Presenters

Seth Bromberger Stan Pietrowicz
seth@energysec.org spietrowicz@appcomsci.com

The National Electric Sector Cybersecurity Organization (NESCO) is partially funded by the United States Department of Energy.




I [ | National Electric Sector
Cybersecurity Organization

Agenda

* Overview of PKI and AMI

 Certificate Authority Management Issues
 Key Management Issues

 Certificate Management Issues

- Remediation Challenges

* Current Trends in AMI Security

* Recap / Q&A

The National Electric Sector Cybersecurity Organization (NESCO) is partially funded by the United States Department of Energy.




I | | National Electric Sector
Cybersecurity Organization

PKI Overview

Trust binding, from association
in certificate

A priori
trust |

CA's ' Joe's

= public Key Joe's Name Public Key
Trust from Trust from Cryptographic
Cryptographic Certificate Certificate Trust
Trust
(' )n{l‘/u/
Joe's Certificate Document

Image Courtesy of Isode, Inc. Used with permission.

The National Electric Sector Cybersecurity Organization (NESCO) is partially funded by the United States Department of Energy.



National Electric Sector
Cybersecurity Organization

AM| Components

0001

METER NUMBER

The National Electric Sector Cybersecurity Organization (NESCO) is partially funded by the United States Department of Energy.



I [ | National Electric Sector
Cybersecurity Organization

AMI| Network

Backhaul

Mesh

1<

The National Electric Sector Cybersecurity Organization (NESCO) is partially funded by the United States Department of Energy.



A priori
trust
q

Trust binding, from association
-

in certificate

CA's Joe's
Public Key Public Key
Trust from Trust from Cryptographlc
Cryptographlc Certificate Certificate
Trust
0, |
dllt{ (3

Joe's Certificate
signed by
CA's Private Key

Document
signed by
Joe's Private Key

Backhaul

Corporate
LAN

National Electric Sector
Cybersecurity Organization

Certificate Authority Management
Issues

— CA Root Compromise

Key Management Issues

— Revocation

— Key and Credential Storage
Certificate Management Issues

— Certificate Processing Concerns
— Certificate Hierarchy Concerns

The National Electric Sector Cybersecurity Organization (NESCO) is partially funded by the United States Department of Energy.




I | | National Electric Sector

TR IO ASSOUatol @ | Cybersecurity Organization

- ’ s

Atpritzri
rus ' \
q m
Trust from Trust from Cryptographic
) Certificate | Certificate Trust . ﬁ A h . M
Cryptographic h  Certificate Aut ority anagement

) Issues
— CA Root Compromise

Joe's Cegigcate Document
,signed by signed by
CA's Private Key Joe's Private Key

Backhaul

Corporate
LAN

'
[@ee1 ] [@o01 ]

The National Electric Sector Cybersecurity Organization (NESCO) is partially funded by the United States Department of Energy.




A priori
trust

CA's
Public Key

Cryptographic
Trust

Trust binding, from association
in certificate

pra -
' Joe's
Joe's Name Public Key
Trust from Trust from Cryptographic
Certificate Certificate rypTrggtp I
—
(‘1'(1'/14/
Joe's Certificate Document
signed by signed by

CA's Private Key Joe's Private Key

Backhaul

N\

'
[@ee1 ] [@o01 ]

Corporate
LAN

National Electric Sector
Cybersecurity Organization

 Key Management Issues

— Revocation
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* Certificate Management Issues
— Certificate Processing Concerns
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* Certificate Management Issues

— Certificate Hierarchy Concerns
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Remediation Challenges
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Current Trends in AMI
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Recap

* PKl is currently our gold security standard, but
it is not invincible

* Not all PKI systems are alike or equally secure.

* Implementation flaws are common in PKI
components

» Storage of PKI credentials is a major weakness

* Understanding and management of PKI systems
IS extremely important to an organization's
overall security

The National Electric Sector Cybersecurity Organization (NESCO) is partially funded by the United States Department of Energy.



http://t.co/PRdPZJNC
http://t.co/PRdPZJNC

I | | National Electric Sector
Cybersecurity Organization

The National Electric Sector Cybersecurity Organization (NESCO) is partially funded by the United States Department of Energy.




