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Pacific Gas and Electric Company
Large Utility Implements Metrics Based Security Risk Management  
System with nCircle
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Over 76% Risk Reduction Achieved in the First Year
:KHQ�6HWK�%URPEHUJHU�MRLQHG�3DFLÀF�*DV�DQG�(OHFWULF�DV�PDQDJHU�RI�WKH�FRPSDQ\·V�,QIRUPDWLRQ�
6\VWHPV�6HFXULW\�JURXS��KLV�FKDUWHU�ZDV�WR�UHGHÀQH�WKH�LQIRUPDWLRQ�VHFXULW\�SURFHVV�E\�VHWWLQJ�SROLF\��
FHQWUDOL]LQJ�VHFXULW\�IXQFWLRQV��DQG�DSSO\LQJ�VWDQGDUGL]HG�VHFXULW\�SUDFWLFHV�DFURVV�WKH�HQWHUSULVH��7KHUH�
ZHUH�IRUPDOL]HG�FRPSOLDQFH�DQG�ULVN�PDQDJHPHQW�SURJUDPV�LQ�SODFH��EXW�WKH�JURXS�SULPDULO\�VHW�SROLF\�
DQG�ZRUNHG�RQ�LPSOHPHQWDWLRQ�RI�VHFXULW\�FRQWUROV�DW�WKH�LQYLWDWLRQ�RI�HDFK�LQGLYLGXDO�EXVLQHVV�XQLW��2QH�
LVVXH�%URPEHUJHU�LGHQWLÀHG�ZDV�WKH�ODFN�RI�DQ�REMHFWLYH�PHWKRG�WR�PHDVXUH�DQG�WUDFN�WDFWLFDO�VHFXULW\�
ULVN��7KH�H[LVWLQJ�ULVN�PDQDJHPHQW�SURJUDP��KHDGHG�E\�VHFXULW\�ULVN�PDQDJHU�-R\FH�3HIIHUPDQ��IRFXVHG�
RQ�D�VWUDWHJLF�YLHZ�RI�LQIRUPDWLRQ�VHFXULW\�ULVN�DV�LW�DSSOLHG�WR�EXVLQHVV�SURFHVVHV��WKHUH�ZDV�QR�SURJUDP�
LQ�SODFH�WR�HYDOXDWH�QHZ�DQG�HPHUJLQJ�YXOQHUDELOLWLHV�DQG�WKUHDWV�LQ�UHDO�WLPH��'XULQJ�KLV�ÀUVW�\HDU�DW�
3*	(��%URPEHUJHU�LPSOHPHQWHG�SURFHVVHV�DQG�V\VWHPV�WKDW�KHOSHG�WKH�FRPSDQ\�TXDQWLI\�WKLV�WDFWLFDO�
ULVN�DQG�VHW�DQ�DJJUHVVLYH�JRDO�RI�UHGXFLQJ�HQWHUSULVH�QHWZRUN�VHFXULW\�ULVN�E\������%\�XVLQJ�WKH�QHZO\�
LPSOHPHQWHG�SURFHVVHV�DQG�V\VWHPV��%URPEHUJHU·V�WHDP�RYHUDFKLHYHG�RQ�WKHLU�JRDO�DQG�GHOLYHUHG�
DFWXDO�ULVN�UHGXFWLRQ�RI�RYHU�����LQ�WKH�ÀUVW�\HDU�

Developing High Impact Security Measurements
%URPEHUJHU�DQG�WKH�,QIRUPDWLRQ�6\VWHPV�6HFXULW\�JURXS�TXLFNO\�UHDOL]HG�WKH\�ZRXOG�QHHG�DQ�HQWHUSULVH�
ZLGH�WRRO�WR�FRQVLVWHQWO\�PHDVXUH�WKHLU�VHFXULW\�ULVN�DQG�WUDFN�WKHLU�SURJUHVV�DJDLQVW�JRDOV��7KHLU�H[LVWLQJ�
V\VWHPV�GLG�QRW�SURYLGH�D�FRPSUHKHQVLYH�YLHZ�RI�YXOQHUDELOLWLHV��D�SURFHVV�IRU�HYDOXDWLQJ�VXVFHSWLELOLW\�
RI�V\VWHPV�WR�QHZ�YXOQHUDELOLWLHV��RU�DQ�DFFXUDWH�LQYHQWRU\�RI�QHWZRUN�DWWDFKHG�V\VWHPV��´-XVW�EHFDXVH�
ZH�QHYHU�KDG�D�SUREOHP�GLGQ·W�PHDQ�ZH�ZHUH�VHFXUH�HQRXJK�RU�DW�D�VHFXULW\�ULVN�OHYHO�ZH�ZDQWHG�IRU�
WKH�EXVLQHVV�µ�VWDWHG�%URPEHUJHU��$V�WLPH�ZDV�RI�WKH�HVVHQFH��WKH\�XVHG�DQ�DFFHOHUDWHG�VHOHFWLRQ�DQG�
GHSOR\PHQW�SURFHVV��HYDOXDWLQJ�QLQH�SURGXFWV�DQG�VHOHFWLQJ�DQG�LPSOHPHQWLQJ�Q&LUFOH�,3�����

7KH�LPPHGLDWH�JRDOV�IRU�WKH�LPSOHPHQWDWLRQ�ZHUH�WR�GLVFRYHU�DOO�LQIRUPDWLRQ�DVVHWV�DQG�GHYLFHV��
LGHQWLI\�DQG�SULRULWL]H�V\VWHPLF�YXOQHUDELOLWLHV��GHOLYHU�DGYDQFHG�GDWD�DQDO\VLV�DQG�XVH�WKLV�LQIRUPDWLRQ�
WR�GULYH�VHFXULW\�SROLF\�DQG�DZDUHQHVV��´,QIRUPDWLRQ�6\VWHPV�6HFXULW\�DFKLHYHG�VRPH�LPPHGLDWH�
EHQHÀWV�ZLWK�WKH�LPSOHPHQWDWLRQ�RI�Q&LUFOH�,3�����)RU�WKH�ÀUVW�WLPH�ZH�KDG�DQ�XQSDUDOOHOHG�YLHZ�RI�
QHWZRUN�DVVHWV�DQG�D�V\VWHP�WKDW�FRXOG�GHOLYHU�DQ�XS�WR�GDWH�YLHZ�RI�VHFXULW\�ULVN�ZLWK�FRQVLVWHQW�
DQG�UHSHDWDEOH�UHVXOWV�´�DFFRUGLQJ�WR�%URPEHUJHU��7KH\�ZHUH�DEOH�WR�LGHQWLI\�DQG�SULRULWL]H�DOO�
YXOQHUDELOLWLHV�RQ�WKHLU�QHWZRUN�GHYLFHV�DQG�FUHDWH�WKH�ÀUVW�REMHFWLYH�PHDVXUH�RI�WDFWLFDO�LQIRUPDWLRQ�
VHFXULW\�ULVN�IRU�WKH�3*	(�QHWZRUN��7KH�UHVXOWV�ZHUH�IHG�EDFN�LQWR�WKH�VWUDWHJLF�ULVN�DVVHVVPHQW���
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%HIRUH�VHWWLQJ�WKHLU�JRDOV�DQG�JRLQJ�WR�ZRUN�RQ�DGGUHVVLQJ�WKHLU�DUHDV�RI�KLJKHVW�ULVN��3*	(�FRQGXFWHG�WKHLU�RZQ�HYDOXDWLRQ�RI�WKH�
Q&LUFOH�YXOQHUDELOLW\�VFRULQJ�PRGHO�WR�HQVXUH�WKDW�WKH�SURGXFW�FRXOG�SURYLGH�UHOHYDQW��DFFXUDWH�PHWULFV�UHODWLQJ�WR�V\VWHPLF�YXOQHUDELOLWLHV��
7KH\�VHOHFWHG�D�VDPSOH�RI�YXOQHUDELOLWLHV�DQG�FUHDWHG�WKHLU�RZQ�UHODWLYH�VFRUHV��$IWHU�FRPSDULQJ�WKHVH�WR�WKH�Q&LUFOH�PRGHO�DQG�VFRUHV��
%URPEHUJHU·V�WHDP�FRQFOXGHG�WKDW�WKH\�ZRXOG�DFFHSW�Q&LUFOH·V�VFRULQJ�PHWKRG�WR�FDOFXODWH�WKHLU�RYHUDOO�ULVN�SURÀOH�E\�GHYLFH�

Using Actionable Intelligence to Reduce Risk
%URPEHUJHU·V�WHDP�SXW�Q&LUFOH·V�DFWLRQDEOH�LQWHOOLJHQFH�WR�ZRUN�IRU�3*	(�ULJKW�DZD\��7KH\�GHFLGHG�WR�XVH�WKH�$YHUDJH�+RVW�6FRUH�DV�D�NH\�
PHWULF�WR�PHDVXUH�DQG�WUDFN�WKHLU�SURJUHVV�DV�DQ�RUJDQL]DWLRQ��7KH�$YHUDJH�+RVW�6FRUH�LV�WKH�WRWDO�VFRUH�RI�DOO�YXOQHUDELOLWLHV�DYHUDJHG�DFURVV�
DOO�QHWZRUN�GHYLFHV�RYHU�D�SHULRG�RI�WLPH��&RPSDULQJ�KRVW�VFRUHV�RYHU�WLPH�VKRZV�ZKLFK�GHYLFHV�DUH�LQWURGXFLQJ�WKH�PRVW�ULVN�WR�WKH�QHWZRUN��
7KURXJK�WKLV�LQGLFDWRU��WKH\�IRXQG�WKDW�WKH�WRS�WHQ�V\VWHPLF�YXOQHUDELOLWLHV�UHSUHVHQWHG�DOPRVW�����RI�WKHLU�,7�VHFXULW\�ULVN��7KH�WHDP�WKHQ�VHW�
WKHLU�ÀUVW�\HDU�JRDO�RI�UHGXFLQJ�WKHLU�DYHUDJH�KRVW�VFRUH�E\�����

)RU�WKH�ÀUVW�WLPH�HYHU��WKH�,QIRUPDWLRQ�6\VWHPV�6HFXULW\�*URXS�ZDV�DEOH�WR�ZRUN�ZLWK�WKH�,7�RSHUDWLRQV�WHDPV�WR�SULRULWL]H�ZRUN�DQG�UHPHGLDWH�
WKH�DUHDV�RI�KLJKHVW�ULVN�ÀUVW��7KH�LPPHGLDWH�IRFXV�ZDV�RQ�V\VWHPV�SRVVHVVLQJ�RQH�RU�PRUH�RI�WKH�WRS�WKUHH�V\VWHPLF�YXOQHUDELOLWLHV��7R�IXUWKHU�
LPSURYH�WKH�SURFHVV��WKH\�SURYLGHG�GHWDLOHG�UHPHGLDWLRQ�WDVNV�IRU�HDFK�V\VWHP�XVLQJ�WKH�Q&LUFOH�,3����UHPHGLDWLRQ�UHFRPPHQGDWLRQV��7KH�
LQIRUPDWLRQ�SURYLGHG�E\�,3����RIIHUHG�UHDO�WLPH�IHHGEDFN�WR�WKH�RSHUDWLRQV�WHDP�WR�VKRZ�WKH�HIIHFWV�RI�WKHLU�UHPHGLDWLRQ�HIIRUWV�DQG�KHOSHG�
JDLQ�WKHLU�VXSSRUW�LQ�DGRSWLQJ�WKH�JRDOV�VHW�E\�%URPEHUJHU·V�WHDP�

High Impact Reporting—A Key to Success
7KH�3*	(�,QIRUPDWLRQ�6\VWHPV�6HFXULW\�*URXS�EHJDQ�UHSRUWLQJ�ZHHNO\�RQ�WKH�
RYHUDOO�SURJUHVV�LQ�ULVN�UHGXFWLRQ�WR�VHQLRU�PDQDJHPHQW��7R�HQVXUH�FRQVLVWHQF\�
LQ�WKH�TXDOLW\�RI�GDWD�UHSRUWHG��6HWK�VHW�WKH�EHQFKPDUN�RI�WKH�PLQLPXP�QXPEHU�
RI�KRVWV�WKH\�ZRXOG�KDYH�WR�VFDQ�HDFK�ZHHN�WR�SXEOLVK�WKH�DQDO\VLV��7KLV�NHSW�WKH�
FUHGLELOLW\�RI�WKH�ZRUN�DQG�SURJUHVV�YHU\�KLJK�

8VLQJ�WKH�DERYH�UHSRUW�LQ�WKHLU�VHFXULW\�GDVKERDUG�VKRZHG�WKH�VWHDG\�SURJUHVV�WKDW�
%URPEHUJHU·V�WHDP�PDGH�LQ�EULQJLQJ�GRZQ�3*	(·V�RYHUDOO�LQIRUPDWLRQ�VHFXULW\�ULVN��

´Q&LUFOH�,3����KDV�GHOLYHUHG�LQ�PHDVXULQJ�WDFWLFDO�ULVN�µ�%URPEHUJHU�DOVR�ORRNHG�IRU�RWKHU�ZD\V�WR�DGG�YDOXH�DV�WKH�WHDP�FRQWLQXHG�WR�UHPHGLDWH�
WKH�KLJKHVW�ULVN�DUHDV�DQG�UHGXFH�WKHLU�ULVN�VFRUHV��7KH�WHDP�ZRQ�FUHGLELOLW\�ULJKW�DZD\�ZLWK�WKH�IDVW�LQIRUPDWLRQ�WKH\�ZHUH�DEOH�WR�SURGXFH��
´(YHU\RQH�ZDV�ZRUNLQJ�RQ�VHFXULW\³FRQVLVWHQWO\�GRLQJ�WKH�ULJKW�WKLQJV³EXW�ZH�GLG�QRW�KDYH�D�ZD\�WR�PHDVXUH�RXU�SURJUHVV�RU�VXFFHVV�µ�VWDWHG�
%URPEHUJHU��´6HQLRU�PDQDJHPHQW·V�FRPSOHWH�VXSSRUW�RI�WKH�QHZ�YXOQHUDELOLW\�PDQDJHPHQW�SURJUDP�KHOSHG�HQVXUH�WKDW�ZH�ZHUH�DEOH�WR�SULRULWL]H�
DQG�PHDVXUH�DOO�WKH�HIIRUWV�EHLQJ�SXW�LQWR�YXOQHUDELOLW\�UHPHGLDWLRQ�µ�:LWK�FRQVLVWHQW�DQG�REMHFWLYH�UHSRUWLQJ�DQG�FOHDU�JRDOV��%URPEHUJHU·V�WHDP�
ZDV�DEOH�WR�GUDPDWLFDOO\�RYHUDFKLHYH�RQ�WKHLU�LQLWLDO�JRDO�DQG�H[FHHG�D�����UHGXFWLRQ�LQ�WKH�ÀUVW�\HDU�

A Real-time Quantitative View of Risk
%URPEHUJHU·V�LQQRYDWLYH�DSSURDFK�WR�VHFXULW\�PDQDJHPHQW�LV�EDVHG�RQ�WKH�IRXQGDWLRQ�WKDW�D�ULVN�DQG�YXOQHUDELOLW\�SURFHVV�LV�LWHUDWLYH��7KH�
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DJHQWV�WR�YXOQHUDELOLW\�UHTXLUHPHQWV��GHOLYHULQJ�DQRWKHU�W\SH�RI�WDFWLFDO�ULVN�DQDO\VLV��1HZ�YXOQHUDELOLW\�LQIRUPDWLRQ�LV�VFRUHG�DQG�DQDO\]HG�DJDLQVW�
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FXVWRPHU·V�SUHPLVH��DV�D�FORXG�EDVHG�VHUYLFH��RU�LQ�FRPELQDWLRQ��IRU�PD[LPXP�ÁH[LELOLW\�DQG�YDOXH��Q&LUFOH�
KDV�ZRQ�QXPHURXV�DZDUGV�IRU�JURZWK��LQQRYDWLRQ��FXVWRPHU�VDWLVIDFWLRQ�DQG�WHFKQRORJ\�OHDGHUVKLS��Q&LUFOH�
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